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Bcem nogpsa coobiaTth CBOK YacTHYH MHOopMaLuo (HacTosAwme umMa, dhamunuio, TenedoH, agapec, HOMEp LUKO
CBOEW CeMbu 1 Opy3en);

OTKpbIBaTL BMOXKEHHbIE daiinbl 3NEeKTPOHHOW NOYThI, KOrAa HE 3Haellb OTMpaBUTENS,

MpybuTh, NpuanpaThcs, OKa3blBaTb AaBMEHNE - BECTU CE0A HEBEXITMBO U arpeCcCUBHO;

He pacnops:kancs oeHeramv TBOen cembi 6e3 paspelleHns CTaplumx - BCeraa cnpawiuesan poamTenen;

He BcTpeyvancsa ¢ VIHTepHeT-3HakoMbIMKM B p€anbHOW XKW3HW - MOCOBETYNCA CO B3POCHbIM, KOTOPOMY AOBEPHELLb.

G hwn

OcTopoxHO

He Bce nuwyT npaegy. Yutaews o cebe Henpaeay B MiHTepHeTe - coobLim 06 3TOM CBOMM POAUTENAM UMK ONEKY!
MpurnalwakT nepennceIBaThCs, UrpaTh, OBMEHNBATLCA - MPOBEPb, HET N NOABOXA;

HesakoHHoe KonuposaHue danoe B MHTepHeTe - BOPOBCTRBO;

Bcerpa paccka3sbiBaii B3pocrbiM 0 npobnemax B CeTH - OHW BCerga nomory,

Wcnonb3yin HacTporky 6e3onacHOCTW W NPMBATHOCTU, YTOObLI HE NOTEPATbL CBOW aKKayHTbl B COLICETAX M APYTrMX MNC

O ey =

MoXxHo

YBaxan gpyrmx nonb3oeartenen;

Monb3yewbea MHTEPHET-MCTOYHWKOM - AEMNaN CCbINKY Ha HEro;

OTKpbIBa TONBbKO T€ CCbINKN, B KOTOPbIX YBEPEH;

O6warbcs 3a NOMOLLBH B3POCMbIM - POAUTENM, ONEKYHbI U aAMWHUCTPaLNSA CAUTOR BCErga nomMoryT

o ok

HudopmammoHHas maMsITKa I 00 YUAIOMIHXCA I pa3MEIeHUsT Ha 0(hHITHAEHBIX HHTCPHET-
pecypcax
C KakabIM rofjoM MOMOJEXMN B MHTEPHETE CTAHOBUTLCS BOrMbLUE, 8 LWKOMLHUKM OQHW M3 CaMbIX GKTUBHbIX

nonb3oeartenen PyHeta. Mexay Tem, NOMWUMO OrpPOMHOIO KONMYECTBa BO3MOXKHOCTEN, NHTEPHET HECET 1
npobnemsl. 3Ta NamaATka AomkHa noMmodb Tebe 6e3onacHO HaX0AUTLCS B CETH.

KoMnbroTepHbIe BUPYChI

KOoMMbOTEPHbBIA BUPYC - 9TO pasHOBMAHOCTb KOMMbHTEPHbIX MPOrpaMm, OTIIMHUTENbHON OCOBEHHOCTLHIO
KOTOPOW ABMAETCHA CNOCOBHOCTb K pa3MHOXeHWI0. B gononHeHve K 3ToMy, BUPYCbl MOTYT NMOBPEanTbL UK
MOMHOCTB YHUYTOXWUTL BCe dhainsl ¥ AaHHbIE, MOAKOHTPONEHbIE NOML30BaTENK, OT MMEHW KOTOpPOTro beina
3anylleHa 3apaxeHHas nporpaMma, a Takke NoBpeanTs NN AaKe YHUHTOXNTb ONnepaLyoHHY CUCTEMY CO
BceMu parinamu B LenoM. B 6onblunHCTBE Cnyvyaes pacnpocTpaHsaTCsA BUPYChl YEPE3 UHTEPHET.

MeToap! 3aLuTbl OT BPEAOHOCHBIX MPOTrPaMm:

1. Wcnone3yi coBpeMeHHbIE ONepaLoHHbIeE CUCTEMBI, MMEHLLNE CEPbe3HbI YPOBEHDb 3alnThl OT
BPEAOHOCHbLIX MpOrpamm;

2. TMocToaHHo ycTaHasnuean naqty (UMdpoBbIe 3annaTku, KOTOpble aBTOMAaTUYECKM
yCTaHaBNMBAKTCA C LEenso AopaboTku nporpammel) 1 apyrue o6HOBNEHUA CBOEH OnepaLoHHORN
cuctembl. CKaumnBam nx TOMbKO ¢ odmumansHoro canta paspadotymka OC. Ecnu cywecteyeT
pPEeXVMM aBTOMaTUYECKOro OBHOBNEHWA, BKMOUM Er0;

3. Paborai Ha cBROeM KOMMBKOTEPE MO NpaBamu NoNsL30BaTeNs, a He agMUHUCTpaTopa. 3TO He
MO3BONWT BONBLUMHCTBY BPEOOHOCHLIX MPOrpaMmM MHCTanMpoBaThcA Ha TBOEM NEPCOHANBHOM
KOMMbHTEPE;

4. Wcnonb3ayi aHTUBMPYCHbIE NMPOrpaMMHbIe MPOAYKThI U3BECTHbLIX NPOWM3BOAUTENEN, C
aBToMaTuyecknm obHosneHnem 6as;

5. OrpaHuyb hrandecknia 4OCTYN K KOMMNLIOTEPY ANA NOCTOPOHHUX NKL;



6. KMcnonbayi BHEWHWE HOCUTENW MHAOpMAaLIMK, Takne Kak doneLuxka, AWCK unu dann u3 MHTepHeTa,
TOMbKO M3 NPOBEPEHHBIX NCTOYHWKOB,;

7. He oTkpbiBan KoMnblOTEPHbIE hainbl, NOMYYEHHBIE U3 HEHAAEKH bIX MCTOYHMKOB. [laxe Te channsbi,
KOTOpbIE Mpucnan TBOW 3HaKOMbI. Jlydllie yToYHN y Hero, oTnpaensan N1 oH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 HEe BMA nepenayv AaHHbIX, HE TEXHOMNOrKsA, a Bcero nuiib 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackasa koMmnanva 3apernctpuposana bpeng "WECA", yto obosHavano cnosocodveTtarwe "Wireless
Fidelity", koTopbii nepeeoguTCa kak "dbecnpoBogHas TOHHOCTL".

[o Hawero BpemeHu gowna gpyras abbpesuaTtypa, KOTopas ABNAETCA TAKOWN XKe TexHonorven. 31o
abbpesunartypa "Wi-Fi". Takoe Ha3aHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TEXHMKN Hi-
Fi, uTo B NepeBoge 03Ha4aeT "BbICOKAA TOYHOCTL".

[a, GecnnaTtHbIi MHTEPHET-AOCTYN B Kade, oTenaAx n asponoprax ABNAETCH OTNIMYHON BO3MOXKHOCTBHO
Bblxoaa B MHTepHeT. Ho MHorvMe akcnepThl cumTaroT, YTo 0bwenoctynHble Wi-Fi ceTu He aBnatoTcA
6e3onacHbIMM.

CoBeTbl No 6esonacHocTk paboTbl B 06LWenocTynHbix ceTax Wi-fi:

1. He nepepnasai ceot nuuHyo nHopmaumio yepes obuwenoctynHele Wi-Fi ceTn. PaboTas B Hux,
)ernaTtensHO He BBOAMTb Maponu AOCTYNa, NOMMHbI U Kakue-TO HOMepa;

2. Wcnonb3ayi 1 06HOBNAW aHTUBNPYCHbIE Nporpammel U 6paHamayep. Tem caMmeim Thl o6e3onacuilb
cebsA OT 3aKa4kun BUpyca Ha TBOE YCTPONCTRO;

3. TMpw ucnonezosaHun Wi-Fi otknoun dyHkumo "O6wmin gocTyn k painam u npuHtepam”. JaHHas
OyHKLMA 3aKpbiTa MO YMOMYaHWK, OAHAKO HEKOTOpPLIE MOMb30BaTENW akTMBMPYHOT ee ana yaobeTea
ncnonb3oBaHua B pabote unn yuebe;

4. He ncnoneayin nydnuunein WI-Fl ona nepegayv nuyHbIX gaHHbLIX, HANpUMep AnA BbiXoda B
coumansHble CETU UMW B 3NEKTPOHHYO MOYTY;

5. Mcnonbayi Tonsko 3aueHHoe coeauHeHune yepes HTTPS, a He HTTP, T.e. npu Habope Be6-
apgpeca Beoan umeHHo "https://";

6. B mobuncHom TenedoHe oTknoun dpyHkumuio "MogknoveHue k Wi-Fi asTomatnueckn”. He gonyckai
aBTOMAaTW4YecKoro nogknoveHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHbIe ceTn

CouuanbHble CeTU aKTUBHO BXOOAT B HALLY XW3Hb, MHOTWE NOAW paboTaloT U KMBYT Tam NOCTOAHHO, a B
Facebook yxe 3apernctpupoBaH MUNNMapa YENoBeK, 4T0 ABMAETCH OAHON CEAbMOWN BCEX XUTENEN
nnaHeTbl. MHOrMe nonb3oBaTENU HE NOHWMAHKT, YTO MHAOPMALMA, pa3MeLLEeHHasa MU B COLMATbHbIX
CEeTSAX, MOXET OblTb HaAeHa M UCMONb30BaHa KEM YrogHO, B TOM YiCnE He obsA3aTenbHo ¢ bnarnmm
HaMepeHUsIMM.

OCHOBHbIE COBEThI N0 BE30MacHOCTY B COLUManbHbLIX CETAX:

1. Orpannyb cnncok apysei. Y 7eba B Apy3bAX HE OOMKHO ObITb CyYanHbIX Y HE3HAKOMbIX NOAEN;

2. 3awwwian ceow 4acTHy *u3Hb. He yka3sesieai naponun, TenedoHsl, agpeca, gaTty TBOEro poXaeHUs
W OPYTYH NUYHYH MHOPMaLKMI0. 3rOYMBILLNEHHUK MOTYT UCMOMb30BaTh Aaxe uHdopmMaLuio o
TOM, KaK Tbl 1 TBOW pOOUTENW NNaHUPYETE NPOBECTU KaHWKYMbI;

3. 3awwian ceoK penyTauuko - AepKn ee B YMCTOTE U 3aaaean cebe Bonpoc: xoten bbl Thl, YTOBLI
Opyrue rnonb30oBareny BUAENMW, YTO Thl 3arpyxaelws? MNogyman, npexae yem 4to-To onybnvMkoearth,
HanMcaTh W 3arpyanThb;

4. Ecnu Tbl roBOpULLE C MOABMU, KOTOPbIX HE 3HAELLb, HE UCMOMbL3YI CBOE pearnbHOe UMA 1 JpYyryk
NWYHY MHOPMALMKN: UMS, MECTO KUTENbCTBa, MecTo y4ebbl U Npodee;

5. Waberai pasmeleHns dotorpadmii B MHTepHeTe, rae Tl n3obpaxeH Ha MECTHOCTU, MO KOTOPOW
MOXHO OMNpenenuTe TBOE MECTOMNOMOXEHUE;

6. [lpu perncTpauyuv B COLMANbLHOW CETU HEOBXOOMMO NCMONb30BATh CNOXHbLIE Naponn, COCTOALLME U3
OykB 1 UMp 1 C KONMUYECTBOM 3HAKOB HE MeHee §;

7. [Ona counanbHOW CETW, NOYTbI U APYTrMX CaWTOB HEODXOAMMO MCMONb30BaThL pasHblie naponu. Toraa
ecnu Tebs BANOMAaKT, TO 3NOYMbILLMNEHHUKA NOMy4aT AOCTYN TOMbKO K OAHOMY MECTY, a HE BO BCE



cpaay.
OneKTPOHHbLIE AeHbLM

ONEeKTPOHHbIE AEHBLIN - 3TO 04eHb YAOOHLIN cnocob nnaTexei, 0AHAKo CYLLECTBYHT MOLUEHHWUKW, KOTOpbIE
XOTAT NONYYUTb 3TW OEHbIN.

OneKTpOoHHbIE AeHbIM NOSBUINWCE COBCEM HEAABHO W UMEHHO W3-33 3TOT0 BO MHOTUX rOCYAapcTBax 4o CUX
Mop He NMPONMCaHO MPO HUX B 3aKOHaX.

B Poccuu ke oHM OyHKLUMOHMPYHOT M O HUX Y3KE MPONMCaHO B 3aKOHE, Tae WX pasaensatoT Ha HECKOMbKO
BWAOB - aHOHUMHbIE U HE aHOHUMHbIE. Pa3HuLa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX paspeluaeTcs
npoBoaWTb onepauun 6e3 naeHtTudukaum Nonb3oBaTenNs, a B HEAHOHUMHbIX AEHTUNKaL A
nonb3oBaTens ABNAETCA 00A3aTEeNbHON.

Tawke cnegyeT pasnuyaTb SNEKTPOHHbIE (DMaTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHbLIM BankTam) u
SMEKTPOHHbIE HemaTHbIe AEHbIN (HE paBHbl FOCYAapCTBEHHbBIM BANKOTaM).

OcHoeHble coBeThl N0 Ge3onacHomn paboTe C 3NeKTPOHHLIMW AEHbIraMu:

1. TpwBsxK Kk cHeTy MOBUNBHbBIA TENEOH. 3TO Camblil yAOBHBIN 1 BLICTPBIN CNOCO6 BOCCTAHOBWTL
pocTtyn K cHeTy. NpuBaAsaHHbIA TeneOoH NOMOXKET, ecnv 3abyaelub CBOWN NNaTeXHbIN Napons Unn
3algellb Ha CalT C HE3HAKOMOro YCTPOMCTBa;

2. Wcnonb3yn ogHopazoBble naponu. [locne nepexoga Ha yCuneHHy aBTopusaunio Tebe yxe He
OyageT yrpoxartb ONacHOCTb Kpan UNv Nepexeara NnaTexHoro napons;

3. Bbibepu cnoxHbiin napone. NpectynHukam 6yaeT He NpoCTO yragaTh CNOXKHbIA naponb. HagexHbie
napornu - 9TO Naponu, KOTOPbIE COAepKaT HE MeHee 8 3HaKOB W BKIYaKT B CebA CTpo4HbIE U
NPONWCHbIE BYKBbI, LM Pl M HECKOMBKO CMMBOMNOB, TAKME KaK 3HaK gonnapa, qyHTa,
BOCKNMUaTEnNbHbIA 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOMW NWYHLIE A8HHbIE HA CalTax, KOTOPbIM HE AOBEPAELLb.

ANeKTPOHHAasA noyTta

OneKTpoHHaA no4Ta - 3TO TEXHOMNOINSA W NPeaocTaBnAeMbIE K0 YCMYru Mo Nepechinke U NONy4eHuto

3MNEKTPOHHbBIX COOBLLEHWI, KOTOpbIE pacnpeaensaTca B KOMMLOTEPHON ceTh. OBbIMHO 3NEeKTPOHHbIN
MOYTOBbLIN ALMK BEIMMAAMT CNEAYHLLMM 0Bpa3om: NMs_nonb3osaTena@umsa_aoMmeHa. Takke Kpome
nepeaadym NpocToro TEKCTa, UMEETCA BO3MOKHOCTL NepeaasaTh (ainbl.

OcHoBHbIE coBETHI N0 Ge30nacHoi paboTe C 3NEKTPOHHOW MNOYTO:

1. Hapo BLIGpaTb NpaBunbHbIA MOYTOBLIA CEPBUC. B MHTEpHETE eCTb OrpOMHBbIA BbIGOp BecnnaTHbIX
MOYTOBbLIX CEPBMNCOB, OAHAKO Ny4lle AOBEPATb TEM, KOTO 3HAELLb U KTO NEPBbI B PEATUHTE,;

2. He ykasbiBai B NMYHOWN NOYTE NUYHYH MHpopmaunio. Hanpumep, nyywe Boibpatb
"My3blkanbHbI_danat@" nnn "pok2013" emecTo "temal3";

3. Mcnonbayih AByxaTanHylo asTopm3aunio. 370 Korga noMMMO Naporns HyKHO BBOAUTb KOA,
npucbinaembii no SMS;

4. Bbibepu cnoxHbin naponbs. [Ans Kaxaoro noYTOBOro ALMKa OOMKEH ObiTb CBOW HAAEXKHbIA,
YCTONYMBbLIN K B3NOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb HanMcaTb CamoMy CBOWM MUYHbIM BOMPOC, MCNOMb3YA 3TY BO3MOXKHOCTb;

6. Mcnonbayi HECKONbKO NOYTOBLIX ALWMKOB. [epBbIi ANA YaCcTHOW NePEenncKky © agpecaTamy,
KOTOPbIM Thl AOBEPAELLb. 3TO 3NEKTPOHHBIA 84pec HE Haao UCNOMNb30BaTh NPW PerncTpauum Ha
dhopymax v cantax;

7. He oTkpbiBan hainbl n gpyrne BNOXEHWA B NUCbMax, AaXKE €CnM OHW MPULLINM OT TBOWX ApY3&N.
Nyywe yTouHn y HUX, OTNpaenany nu oHun Tebe atn dainnb;

8. [locne okoH4yaHuA paboTbl HA NOYTOBOM CEPBKCE Nepea 3aKkpbITUEM BKNaAKM C CanTom He 3abyab
HaxaTb Ha "BbiiTn".

KnbepOoynnuHr unm BupTyansHoe n3geBaTtenbCTBO



KnubepbynnuHr - npecnegoBaHve coobLLEeHNAMKU, COAEPKaLLMMM OCKOpPBNeHns, arpeccuto, 3anyrupaHue;
XYMUraHcTBO; coLnansHoe BOMKOTUPOBAHWE C MOMOLLBI PaznMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI N0 BOpbbE ¢ KNbepbynnMHrom:

1. He Bpocaiics B 60 Jlydumnin cnocob: nocoeeToBaTLCA Kak cebsA BECTU U, 8CnK HET TOro, K KOMY
MOKHO 0BpaTWTECH, TO BHavYane ycnokouTbed. Ecnuv Thl HauHelw b oTBevarb ockopbneHuamn Ha
ockopbneHns, TO TONbKO elle BormnbLue pasoxoKe b KOHGMUKT;

2. Ynpaensu ceoel kubeppenyTaumnen;

3. AHOHMMHOCTBE B cETU MHUMasA. CyLLeCTBYHT Cnocobbl BbISCHUTL, KTO CTOUT 32 8aHOHUMHBIM
aKKayHTOM;

4. He ctouT BECTM XynuraHckuii obpa3s BUpTYyanbHOW Ku3Hn. MHTepHeT brukcrpyeT BCe TBOM ASNCTBMISA
U COXpaHsaeT ux. YaanuTe ux 6yaer kpanHe 3aTpyaHUTENBHO;

5. Cobnwogait CBOK BUPTYanbHYH YeCTb CMOMOoAY;

6. WrHopupyin eanHnyHbIn HeraTve. OgHopasoBbie 0CKopbuTEenbHEIE COOBLLEHNA NyYLle
nrHopupoBaTtbk. OBbIYHO arpeccus NpeKkpaLlaeTcs Ha HavyanbHOW cTagnu;

7. bBan arpeccopa. B nporpammax obmeHa MrHOBEHHbBIMW COODLLEHUAMM, B COLMANbHbIX CETAX ECTb
BO3MOXHOCTb BMOKMPOBKW OTMPaBKWM COOBLLEHUI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMAETENDL KNMBEpbynnuHra. TBOM OeNCTBUSA: BBICTYNUTE NPOTUB NpecnenoBarens,
nokasaTb emMy, YTO ero AeNCTBUA OLLEHMBAKTCA HEraTMBHO, NMOAAEPKATL KEPTBY, KOTOPOWN HYKHA
NCUXOMNOTMHECKan NOMOLLb, COOBLWNTL B3pOCbIM O (hakTe arpeCCMBHOrO NOBEAEHWA B CETH.

Mo6unbHbIN TenecoH

CoBpemeHHble cMapTdOHbI M NMaHLWeTbl coaepxaT B cebe BrnonHe B3pocnbiin hyHKUMOHAN, U TENepb OHU
MOTYT KOHKYPUPOBaTb CO CTauWoHapHbIMK koMnbloTepamu. OgHako, CpeacTB 3alMThl Ans NogobHbIX
YCTPOWCTB NoKa OYeHb Mano. TecTpoOBaHMe 1 MOWCK YA3BMMOCTEN B HUX MPONCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, To e camoe kacaeTca U MOBUMBHBIX NMPUINOXKEHUIA.

CoBpemeHHble MobunbHbIe Bpay3epbl yKe NpakTUHeckn OrHan HaCTOMbHbIE aHanor, OgHaKo
paclmpermne (pyHKUroHana Bne4veT 3a cobon 6oMbLUy CAOKHOCTD N MEHbLLYHO 3aLLMLLEHHOCTb.

[laneko He BCe NPOU3BOAUTENM BbINYCKAT OBHOBMNEHWS, 3aKpbIBaOLLME KPUTUYECKUE YASBMMOCTW ANs
CBOWX YCTPOWCTB.

OcHoBHbIE COBETHLI ANA 6e30nacHOCTN MOBUNbLHOTO TenedoHa:

1. Hwuyero He sBnAeTCA No-HacTodAwemMy 6ecnnaTtHbiM. Byap OCTOpOXeEH, Beab koraa Tebe
npeanaratoT 6ecnnaTtHbl KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO NNaTHbIE YCNYTH;

2. [Oyman, npexge vyem otnpaeute SMS, ¢oTo unu Bugeo. Tel TOYHO 3HAELb, rae oHU ByayT B
KOHEYHOM uTore?

3. Heobxoammo 0BHOBNATE ONEpaLMOHHY CUCTEMY TBOETOo cmapTdoHa;

4. Wcnonbayi aHTMBMPYCHbIE NPOrpamMmmel Ans MOBKUbHbIX TenegoHoB;

5. He 3arpyxain npunoxeHna oT HEN3BECTHOIO UCTOYHUKA, BEAb OHW MOTYT COAEp)KaTb BpEOOHOCHOE
nporpamMmmHoe obecnedeHune;

6. [locne Toro Kak Tbl BblAELWb C CalTa, raAe BBOAUMN NUYHYK MHOPMALWIO, 3aian B HACTPONKA
©paysepa n yganu cookies;

7. [Nepuogonyeckv NpoBEpPAN, KAKWE NNaTHbIE YCNYrM akTUBMPOBaHb! HA TBOEM HOMEPE;

8. [asaii cBOM HOMEP MOBUNBHOrO TenedoHa TONbKO NMHAAM, KOTOPbIX Thl 3HAELb K KOMY
[OBEpseLLb;

9. Bluetooth pomkeH BbiTb BbIKNKYEH, KOrga Thl MM HE Nonb3yellsea. He 3abbiBan nHoraa npoBepsTb
aT0.

Online urpbl

CoBpeMEHHbIE OHMNANH-UTPLI - 3TO KPACOYHbLIE, 3aXBaTbLIBAKOLLME PA3BIEYEHWs, 06 be ANHSALLME COTHU
TbICAY YEMOBEK MO BCEMY MUPY. Vrpokn uccneayroT AaHHbIA UM MUp, OBLUAKTCA ApYr C APYrOM, BbINOMHSAKT
3a7aH1sA, CPaKAKTCA C MOHCTPaMK U NOMYyYakoT OnbIT. 32 YAOBOMNLCTBME OHW MAATAT: MOKYNawT AWCK,



onna4mneakT aboHeMeHT nnu npmoﬁpeTamT Kakne-to onunn.

Bce atu cpeactea mayT Ha nogaepKaHue U passuTUe Urpbl, a TaKkke Ha camy 6e3onacHocTb!
COBEPLUEHCTBYHTCH CUCTEMbI aBTOPU3aLMK, BbINYCKarOTCs HOBbIE NaTum (LMpoBble 3annaTkv Ans
nporpamMm), 3aKpbIBarTCs YA3BUMOCTH CEPBEPOB.

B nono6Hbix Mrpax CTOUT onacaTtbCs HE CTOMBKO CBOMX COMEPHMKOB, CKOMBKO KPankyl TBOETO Napons, Ha
KOTOPOM OCHOBaHa CUcTEMa aBTopu3aLy GonbLIVHCTBA Wrp.

OCHOBHbIE COBEThI N0 ©6E30MaCHOCTM TBOETO UrpoOBOTroO axkKayHTa:

1. Ecnwu gpyroii urpok Beget cebs nnoxo unu co3naeT Tebe HenpuATHOCTU, 3aBNOKMPyYIA ero B Cucke
MIPOKOB;

Moxanyhca agMMHUCTpaTopam Urpbl Ha NNOX0oe NOBeOEeHUE 3TOMO UTPOKa, XenaTenbHO NPUNoKUTb
Kakve-TO JoKasaTenbCTBa B BUOE CKPUHOB;

He ykaseiBai nn4Hy0 nHopmaunio B npodanne nrpb;

YBaxan gpyrmx y4acTHUKOB MO UIpe;

He yctaHaBnmeai HeoduLmanbHble naTyv U MOoabl;

Wcnonb3yii cnoxHble 1 pasHble naponu;

[axxe BO Bpemsi Urpbl He CTOUT OTKNKYaTh aHTUBMPYC. [1oka Thl Urpaellb, TBOW KOMMAbKTEP MOTYT
3apasutb.

n

Now L

DULLIMHT UNn Kpaxa NMUYHbIX AaHHbIX

OB6bIYHON KpaXel AeHer U AOKYMEHTOB CEroAHsA Ye HUKOrO He YyAMBWLLb, HO C pasBUTUEM MHTEpHET-
TEXHOMOMMI 3NOYMbILUNEHHWKN NEPEMECTUNNCH B MHTEPHET, U MPOSOMKaT 3aHMMaTses "nobumeim”
Aenom.

Tak nosBvnach HOBasA yrpo3a: MHTEPHET-MOLIEHHWYECTBA UNK (PULLKMHT, TNaBHaA Lenb KOTOPOro COCTOUT B
NONy4YeHWW KOHMUAEHUNANbHbIX AAHHbBIX NOMNb30BaTENEN - NOTMHOB WM Naponein. Ha aHrnnnckom Asbike
phishing yutaeTca kak dmwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeThl No Gopebe ¢ duLLnHIOM:

1. Cnepw 3a cBoMM akkayHTOM. Ecnin Tbl nogo3pesaellb, 4TO TBOA aHKeTa bGbina B3nomaHa, To
Heobxoammo 3abnoKnpoBaTh ee U coobLnTL agMuHKucTpaTopam pecypca ob aToM Kak MOXHO
ckopee;

Wcnoneayih bezonacHble Beb-caiThl, B TOM YUCNE, UHTEPHET-Mara3nHOB U MOVCKOBLIX CUCTEM,;
Mcnonb3yit cnoxHble U pasHble naponu. Takum obpaszom, ecnu Teba B3anoMarwT, TO
3M0YMbILLNEHHWUKK NONy4YaT AOCTYN TOMbKO K OOHOMY TBOEMY NPOUI0 B CETH, @ HE KO BCEM,;

4. Ecnu 1eba Banomanu, To HeobxoaMmo NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpbIE A0baBMNeHbl
y Tebsa B Opy3bAxX, O TOM, 4TO TeGHA BaNOMarnu v, BO3MOXHO, OT TBOEro MMeHu ByaeTt pacceinartbes
CMnam W CCbINKU Ha OULLIVHTOBbLIE CaWThl;

YcTaHoeu HagexHbld napone (PIN) Ha mobuneHbin TenedoH;

OTknoun coxpaHeHne napons B bpayaepe;

He oTkpeiBai channbl u gpyrie BNOXKEHNA B MMCbMAX, O2XKE eCr OHW MPULLNNY OT TBOWX ApY3eil.
Nyuiwe yTouHW y HUX, OTNPaBNANY NN OHW Tebe 3TK dhannbl.

wmn
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LUncpposas penyrauus

Lindposas penytauma - 9TO HEraTMBHAA UM NO3NTUBHAaA MHGOpMauna B ceTn o Tebe.
KomnpomeTupywLiasa nHhopmaL s, pasmeLleHHan B HTEPHETE, MOXET CEpPbe3HbIM 06pa3oM OTPa3snTheH
Ha TBOen peanbHON XKu3un. "Lindposas penytauma” - 3T0 TBOW UMUK, KOTOPbI (hopMUpyeTca 13
nHopmaumm o Tebe B MHTEPHETE.

TBOE MEecTo XMTenbcTBa, y4ebbl, TBOE (hMHaAHCOBOE NONOKEHWE, OCOBEHHOCTM XapakTepa 1 pacckasbl 0
Gnu3knx - BCe 3TO HaKannuMBaeTCs B CETU.

MHorne nogpoCTKN NErKkOMBICNIEHHO OTHOCATCA K MyGnmkaumm nuyHon nHdopmaummn B MHTepHeTe, He



NOHMMAas BO3MOXHbIX NOCNEACTBUNA. Thl AaKe HE CMOXELLL A0ragaTbCa O TOM, 4TO hoTorpadums,
pasMelleHHan 5 neT Hasapg, crana nNpuyrHON oTKasa NpyHATL TebA Ha paboTy.

KommeHTapuu, pasmelleHve TBoux dotorpadnin v Apyrme AerCTBUA MOTYT HE NCYE3HYTb JaXe Mocre Toro,
Kak Tbl UX yoanuib. Tbl HE 3HaELWb, KTO COXpaHun 3Ty MHOpMaLMK, NoNana v OHa B NOUCKOBLIE CUCTEMbI
¥ COXpaHunachb N1 OHa, a rMaBHoe: YTO NOAYMAalOT O TEbe OKpyKaloLne Nan, KOTOpbIE HAaNnayT N yBUAAT
370. Hantu nipopmaLmio MHOTO NET CNYCTA CMOXKET MO0 - Kak M3 fobpbIX NOBYXKAEHWIA, Tak 1 C
HamepeHneMm NpUYUHUTL Bped. 3TO MOXET OblTb KTO YrogHo.

OcHOBHbIE COBETHI MO 3aWMTe LMGPOBOW penyTaunu:

—

Mopyman, npexae 4em 4To-TO NyGNMKoBaTh 1 NepenasaTh y cebsa B 6nore unu B coumanbHON CeTu;

2. B HacTponkax npoduna ycTaHOBW OrpaHM4eHs Ha MpoOCMOTp TBOETo NpodnsA N ero COAepMMMOoro,
caenan ero TonbKo "ans apysen”;

3. He paamelwan n He ykasbiBan MHOPMaLUMI, KOTOpas MOXET KOro-nnmbo ockopbnaTe nnn obuxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LWKONBHWKK - aKTUBHBIE NONb3oBaTeny undpoBoro npoctpancTea. OgHako faneko He Bce
3HalT, YTO MOMb30BaHWE MHOTUMMW BO3MOXHOCTAMK LndpoBoro mupa tpebyeT cobntogeHus npas Ha
MHTENNEeKTYanbHyl COBCTBEHHOCTD.

TepmuH "nHTENNEKTYaneHaa cCOBCTBEHHOCTL" OTHOCUTCA K pa3nUyYHbIM TROPEHWUAM YENOBEYECKOro yma,
HauMHasA C HOBbIX N306peTeHNA U 3HaKOB, 0603HAYaKLLUX COBCTBEHHOCTL Ha MPOAYKTLI U YCITYTU, U
3akaHuuBas kHuramu, potorpauamm, KWHoUIbMaM U My3blKanbHbIMU MPOU3BEAEHUAMM.

ABTOpCKME NpaBa - 37O MpaBa Ha MHTEeNNeKTyanbHy COBCTBEHHOCTb Ha NPON3BEAEHNA HayKW, nuTepaTypbl
M UCKyCcCTBa. ABTOPCKWE MpaBa BbICTYNAaKT B KAYECTBE rapaHTUm TOro, YTO MHTENNEKTYanbHbIA/ TBOPHECKUIA
Tpya aBTopa He byaeT HanpacHbiM, 4acT eMy CnpaBeanviBbie BO3MOXKHOCTK 3apaboTtaTh Ha pesynbTarax
CBOETO Tpyaa, NoNyYnTb U3BECTHOCTb M NpU3HaHue. HuKTo 6ea paspelueHns asTopa He MOXeT
BOCNPOM3BOAWTL €ro Npon3BeaeHne, pacnpoCTPaHATb, MyONMYHO AEMOHCTPUpPOBAaTL, NPOAABATb,
MMMNOPTUPOBATb, MYCKaTb B MPOKaT, My6nM4YHO NCNONHATL, NOKa3blBATL/MCNONHATE B 3dIMpe Unun pasvellars
B MiHTepHeTe.

Wcnons3oeaHue "nupaTckoro” nporpaMmHoro obecnevyeHns MOXeT NpUBECTN K MHOTMM puUcKam: OT NoTepw
[AaHHbIX K TBOMM akkayHTam Ao 6roKMpoBKKM TBOEMO YCTPOWCTBA, IAe YyCTaHOBMEeHa HeneranbHas
nporpamma. He cTonT Takke 3abbiBaTb, YTO CYLLECTBYHT neranbHble U 6ecnnartHble NporpaMmbl, KOTOpPbIE
MOXHO HaNTK B CETH.



